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Freedom of Information Act 2000 (FOIA)

Decision notice

Date: 9 January 2020
Public Authority: Sunderland City Council
Address: Civic Centre

Burdon Road
Sunderland
Tyne and Wear
SR2 7DN

Decision (including any steps ordered)

1. The complainant requested information about care placements for
looked-after children. Specifically, she asked to know about the number
of instances where other local authorities had placed children in care in
Sunderland City Council’s (SC) area, and the number of instances where
SC had placed children in care in other local authority areas.

2. SC disclosed some information, but where the placement number was
five or less, it refused to disclose the information, citing the exemption
at section 40(2) (personal information) of the FOIA.

3. The Commissioner’s decision is that SC was entitled to rely on section
40(2) of the FOIA to withhold some of the requested information.
However, it was not entitled to rely on section 40(2) of the FOIA to
withhold the names of the local authorities that had placed children in
care in SC’s area.

4. The Commissioner requires SC to take the following steps to ensure
compliance with the legislation.

e Disclose the names of the local authorities that placed children in care
in SC’s area during 2017/18.

5. SC must take these steps within 35 calendar days of the date of this
decision notice. Failure to comply may result in the Commissioner
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making written certification of this fact to the High Court pursuant to
section 54 of the Act and may be dealt with as a contempt of court.

Background

6. The complainant submitted the same request to multiple local
authorities. The Commissioner has initially considered how three local
authorities handled the request, and is issuing decision notices in
respect of these three lead cases!. The remaining cases will be dealt
with separately.

7. The request relates to the care placements of looked-after children. A
child who has been in the care of their local authority for more than 24
hours is known as a “looked-after” child. Looked-after children are also
often referred to as children “in care”.

Request and response

8. On 3 December 2018, the complainant wrote to SC and requested
information in the following terms:

"Under the Freedom of Information Act, please can you provide me
with information about looked-after children placed in care in the local
authority area by other councils during the past five financial years
(2013/14, 2014/15, 2015/16, 2016/17, and 2017/18). For each year,
please can you provide a list of councils that have placed children in
care in the area and the number of children.

Please can you also provide me with information about looked-after
children from the local authority area who have been placed in care in
other local authority areas during the past five financial years
(2013/14, 2014/15, 2015/16, 2016/17, and 2017/18). For each year,
please can you provide a list of councils where the children have been
placed and the number of children.”

9. SC responded on 7 January 2019. It explained that its children’s
services were delivered by Together for Children Sunderland Limited?,

! The other two are dealt with under the following references: FS50839647 and FS50841896

2“An Ofsted inspection of children’s services in Sunderland in 2015 identified a number of
serious failings. As a result, children’s services were placed under "Direction” by the

Department for Education. Sunderland City Council and the Department for Education then
reached agreement to consider an alternative service model. The development of Together
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which commenced operating on 1 April 2017, and thus that its response
could only cover information for 2017/2018 (the complainant has not
challenged this particular aspect of its response so the Commissioner is
only considering the withheld information for those dates).

10. For the first part of the request, it disclosed the total number of in-area
placements made by other local authorities. It disclosed the identities of
five of those local authorities, together with the number of placements
each local authority made. It said that, “The remaining placements
cannot be identified as numbers are very small therefore cannot be
shared for confidentiality reasons”.

11. It gave a similar response in respect of the second part of the request,
confirming the total number of placements made by SC in other local
authority areas, and the identities of nine of those local authorities,
together with the number of placements SC had made with them. It
again said that the remaining placements could not be identified “for
confidentiality reasons”, due to the numbers being very small.

12. The complainant requested an internal review of the decision to withhold
information under section 40(2) on 15 February 2019. SC responded on
25 March 2019. It stated that, for both parts of the request, information
about placements by, or with, other local authorities which amounted to
five or fewer, was exempt from disclosure under section 40(2) (personal
information) of the FOIA. It explained that it was satisfied that the
remaining local authorities and placements should not be disclosed on
the grounds that the numbers were small and would lead to individual
children being identified.

13. However, in respect of the second part of the request only (out of area
placements), SC said it was satisfied that the requested information
could be broken down more generally, by UK region (eg North East plus
number of placements, North West plus number of placements, and so
on) without any particular children being identified. It disclosed
information in respect of the second part of the request in that format,
to the complainant.

Scope of the case

14. The complainant contacted the Commissioner on 8 May 2019 to
complain about the way her request for information had been handled.

for Children began following that decision.” https://www.togetherforchildren.org.uk/what-
we-do
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15. Referring to SC’s claims that disclosure would allow individual children to

be identified, she said:

“The council hasn’t clearly explained why the small numbers are
personal data, nor have they made it clear what the route to
identification is. There is no evidence that the council has identified
the steps that a motivated intruder could take to identify individuals
from the suppressed numbers if disclosed. I would argue this is
because such a route does not exist and the information is non-
identifiable and therefore not personal data

Firstly, this is summarised data that does not include any personal
identifiers and relates to large enough population sizes that it would
not be possible to identify anyone directly from the published data,
and as such the information would not be personalised data, and
would not be exempt.”

16. She continued:

17.

18.

"...the data requested in and of itself does not contain enough
information to identify individuals, so the potential risk comes from
third parties being able to deduce the individual’s identity using other
information they have access to. The only way a third party could
deduce the identity of an individual from the data was if they already
had the specific information about where children in care have been
place [sic]. The information in and of itself is not identifying and
cannot be combined with other publicly available data to identify
anyone, unless the individuals have already publicly identified them
self. Those involved in care cases may feel they are able to guess
which children are included in the data, but as the information is not
sufficient to confirm this, it can not [sic] be regarded as identifying”.

The complainant referred the Commissioner to four local authorities that
had disclosed the requested information to her in full, and which had
commented to the effect that they did not believe that the requested
information was capable of identifying individual children.

She also referred the Commissioner to the Upper Tribunal’s comments in
The Information Commissioner v Miller [2018] UKUT 229 (AAC)3, which
found in that case that statistics involving low numbers were not

3

https://assets.publishing.service.gov.uk/media/5b59ab68e5274a3ff594d141/GIA_2444_201
7-00.pdf
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personal data. The complainant believed that similar considerations
applied in this case.

19. During the course of the Commissioner’s investigation, SC disclosed
further information to the complainant. Addressing the second part of
the request, it disclosed the names of all but two of the local authorities
in whose areas SC had placed children. It said that due to their
locations, SC would not routinely be expected to make placements
within those two local authority areas and it argued that because the
placement numbers in question were below five and the local authorities
did not cover large areas or have large populations, their names needed
to be withheld to prevent the identification of the children involved. It
made no further disclosure in respect of the information being withheld
in respect of the first part of the request.

20. The analysis below considers SC’s application of section 40(2) of the
FOIA to withhold:

e the names of the local authorities that made five or fewer
placements within SC’s area, and the number of placements; and

e the names of two local authorities in whose areas SC made
placements, and the number of placements.

21. In reaching her decision, the Commissioner has viewed the withheld
information.

Reasons for decision

Section 40(2) - personal information

22. It was SC’s position that the withheld information was the personal data
of the children who were the subject of the care placements. It said that
there was a significant risk that individual children could be identified
from the withheld information, when this information was combined with
other information likely to be known by family members and other
individuals involved with the children.

23. Section 40(2) of the FOIA provides that information is exempt from
disclosure if it is the personal data of an individual other than the
requester and where one of the conditions listed in section 40(3A)(3B)
or 40(4A) is satisfied.
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In this case, the relevant condition is contained in section 40(3A')"'(1ad')"‘ﬁ
This applies where the disclosure of the information to any member of
the public would contravene any of the principles relating to the
processing of personal data (‘the DP principles’), as set out in Article 5
of the General Data Protection Regulation (‘\GDPR’).

The first step for the Commissioner is to determine whether the withheld
information constitutes personal data as defined by the Data Protection
Act 2018 (‘DPA’). If it is not personal data then section 40 of the FOIA
cannot apply.

Secondly, and only if the Commissioner is satisfied that the requested
information is personal data, she must establish whether disclosure of
that data would breach any of the DP principles.

Is the information personal data?
Section 3(2) of the DPA defines personal data as:

“any information relating to an identified or identifiable living
individual”.

The two main elements of personal data are that the information must
relate to a living person and that the person must be identifiable.

Information will relate to a person if it is about them, linked to them,
has biographical significance for them, is used to inform decisions
affecting them or has them as its main focus.

Having particular regard to the above definition, the Commissioner is
satisfied that information about a child’s placement in the care system is
undoubtedly information which relates to them.

An identifiable living individual is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or
more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of the individual.

The complainant has disputed that disclosure of the requested
information could result in anyone being identified, arguing that the
Upper Tribunal decision in The Information Commissioner v Miller [2018]
UKUT 229 (AAC) supports this position.

4 As amended by Schedule 19 Paragraph 58(3) of the Data Protection Act 2018
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In that case, the Upper Tribunal found the likelihood of individuals being
identified from a particular set of statistics involving low numbers to be
“so remote as to be negligible”, and the complainant believes that
similar considerations apply in this case.

The Commissioner notes that the request in that case was for UK-wide
statistics on homeless households and that the Upper Tribunal
commented that the absence of anyone with an identifiable motive for
attempting re-identification was relevant to determining whether the
withheld information was personal data.

Referring to previous Upper Tribunal decisions, the Upper Tribunal said
that, when considering disclosure under the FOIA, the proper approach
to determining whether anonymised information is personal data is to
consider whether an individual or individuals could be identified from it
and other information which is in the possession of, or likely to come
into the possession of, a person other than the data controller after
disclosure. The assessment of the likelihood of identification included:

"...assessing a range of every day factors, such as the likelihood that
particular groups, such as campaigners, and the press, will seek out
information of identity and the types of other information, already in
the public domain, which could inform the search.”

The Upper Tribunal also quoted the Court of Session (Inner House) in
Craigdale Housing Association v The Scottish Information Commissioner
[2010] CSIH 43 at paragraph 24:

“...it is not just the means reasonably likely to be used by the ordinary
man on the street to identify a person, but also the means which are
likely to be used by a determined person with a particular reason to
want to identify the individual...”

The Commissioner’s guidance on access to personal information® states:

"The DPA defines personal data as any information relating to an
identified or identifiable living individual. If an individual cannot be
directly identified from the information, it may still be possible to
identify them”.

On the face of it, the withheld information does not directly identify any
individual. However, because the withheld placement numbers are low
(five or less) the Commissioner has considered whether this information,

5 https://ico.org.uk/media/for-organisations/documents/2614720/personal-information-
section-40-and-regulation-13-version-21.pdf
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when combined with the local authority names and other information,
either already in the public domain, or known to particular individuals,
may nevertheless make identification possible. The Commissioner is
mindful that disclosure under the FOIA is considered as being made to
the world at large, rather than to the requester only, and this includes to
those individuals who may have a particular interest in the information
(and additional knowledge of the specific circumstances of the child)
which is not shared by the wider public.

In considering this point, the Commissioner recognises that different
members of the public will have different degrees of access to the ‘other
information’ which would be needed for re-identification of apparently
anonymous information to take place. In her Code of Practice on
Anonymisation®, she acknowledges that “...there is no doubt that non-
recorded personal knowledge, in combination with anonymised data, can
lead to identification”.

The Code of Practice goes on to state:

"Re-identification problems can arise where one individual or group of
individuals already knows a great deal about another individual, for
example a family member... These individuals may be able to
determine that anonymised data relates to a particular individual,
even though an ‘ordinary’ member of the public or an organisation
would not be able to do this.

The risk of re-identification posed by making anonymised data
available to those with particular personal knowledge cannot be ruled
out, particularly where someone might learn something 'sensitive’
about another individual - if only by having an existing suspicion
confirmed. However, the privacy risk posed could, in reality, be low
where one individual would already require access to so much
information about the other individual for re-identification to take
place. Therefore a relevant factor is whether the other individual will
learn anything new”.

The Code states that it is also necessary to consider the likelihood of
individuals having and using the prior knowledge necessary to facilitate
re-identification and whether any new information would be learned
from re-identification. The Code notes that:

6 https://ico.org.uk/media/1061/anonymisation-code.pdf
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"The High Court in [R (on the application of the Department of Health )
v Information Commissioner [201] EWHC 1430 (Admin)] stated that
the risk of identification must be greater than remote and reasonably
likely for information to be classed as personal data under the DPA”.

42. In the particular decision cited by the complainant, the Upper Tribunal
concluded that there was no evidence that anyone would be sufficiently
motivated to attempt re-identification, and that this rendered the risk of
re-identification taking place “negligible”. The Commissioner has
considered whether the same can be said in this case.

43. In reaching a view on this point, the Commissioner has also consulted
guidance on the risks of re-identification arising from child-related
statistics, published by the Department for Education (which classifies
statistical information about looked-after children as “highly sensitive”).
It says:

“Where there are small numbers of individuals within the aggregated
data, the appropriate levels of suppression are applied to make sure
there is only an extremely remote risk of identification.

Example If a data cell only has 5 children in it, you may be able to
infer things from what we have published if you had prior information
about that group. For example if you knew 4 of them personally.

If someone is wilfully or making a conscious effort to identify an
individual, they may be able to do so by combining NPD [National
Pupil Database] and multiple other data sources.”’

44, SC contends that in the hands of someone with knowledge of the child’s
wider circumstances, such as a family member, the withheld information
is capable of identifying the location of the care placement of individual
children. This is because the number of placements in question was
extremely low. Family members, and others with a close connection with
the child, aware of pre-existing links the child may have to a particular
geographical location (eg because another family member lives there),
and of key dates relating to their care placements, would be able to
deduce from the withheld information that a placement related to a
particular child or children. The subject matter of the information is
therefore likely to be of considerable interest and value to an individual
looking to try to identify where in the care system a particular child
might have been placed.

7 https://www.gov.uk/guidance/data-protection-how-we-collect-and-share-research-
data#riskofidentification
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45. Drawing on its experience of working with looked-after children and
their families, SC referred the Commissioner to a hypothetical scenario
outlined in the internal review:

"...for example, a third party involved in proceedings relating to a child
- or some other family member or friend of the child - is aware only
that, following the conclusion of proceedings, the child in question had
been placed in a particular region of the country; say for example the
London area. Such knowledge could arise from a diverse range of
sources including comments made by professionals in the course of
proceedings or information posted on social media by the child/young
person themselves. Given the large population size of the capital, the
location of the child would still be almost impossible to determine.
However, if it was made known that the Sunderland authority had
made only one placement in the London area since the conclusion of
the proceedings, that information would enable the third party to
identify the single placement. Furthermore, if the placement in
question was specified as being within, for example, the London
Borough of Sutton, that would provide further information regarding
the location of the individual in question that was not previously
known.

If, by the same process, it was possible to identify a child placed in a
local authority area that was particularly small in area and/or low in
population, this could prompt a motivated intruder to make additional
enquiries to elicit further information as to a child’s whereabouts. I am
aware that some of the local authority areas in which looked after
children from Sunderland have been placed are areas of this nature.
In such an area, containing only something in the region of 8 — 11
secondary schools, it is not inconceivable that, once identified as
being resident in such an area, a single child of secondary school age,
or a group of siblings that include a child of that age, could be more
precisely located. Again, by way of example, a freedom of information
request to each of the small number of secondary schools in a
particular Scottish local authority area for information about numbers
of pupils admitted to the school during a specific year who previously
attended school in an English local authority area could potentially
reveal a single school where a pupil of that description was entered on
the roll.

Although, in terms of the motivation of a member of the general
public to undertake enquiries of this nature, the risk of identification
by such means may initially be considered to be low, it needs to be
borne in mind that the subject matter of the information requested is
such that certain third parties with links to a looked after child may be
extremely motivated to locate that child by whatever means are
reasonable available to them. Furthermore, the consequences of a
looked after child being identified as the result of the piecing together

10
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of different bits of information - including information of the nature
sought in [the] current freedom of information request — are
particularly significant.”

SC also explained that in its view, disclosing placement numbers of five
or fewer individuals was likely to increase the risk that family group
placements could be identified.

In considering the risk of re-identification, the Commissioner agrees with
SC’s assessment that information about placements will be of particular
interest to family members and other individuals who have close
connections with children who have been placed in care. In some cases,
this interest will lead to attempts to locate the child. The Commissioner
considers that in those cases, the individual who is intent on locating a
specific child in the care system would be likely to be in possession of
specific, personalised knowledge about their wider circumstances which
could be combined with the withheld information to identify an individual
child or children. The Commissioner considers that although the number
of such individuals is likely to be fairly low, they are likely to be highly
motivated to try to identify and locate a particular child or children, and
that there is therefore a reasonable likelihood of the withheld
information being used for this purpose.

The withheld numbers cover placements of between one and five. The
likelihood of a child being identifiable where it is revealed that just one
or two placements were made within, or by, a local authority will
generally be significantly higher than in locations where four or 5
placements were made. Nevertheless, the Commissioner recognises that
it is necessary to conceal the full range of figures, from one to five, to
ensure that no inferences can be drawn as to the figure that has been
redacted.

With regard to SC’s argument that smaller placement numbers could
imply to the reader a family group placement, the Commissioner does
not agree that whether the number relates to single group of siblings or
several individual placements would be something which would be
evident from the withheld information, either alone or when combined
with other information. Someone looking for a group placement would
not know whether there had also been other care placements in the
area. Therefore, it would not be possible, for example, to discern
whether a placement number of three represented a group placement of
three siblings or three individual placements. The Commissioner has
therefore placed little weight on this argument.

Following on from this, the Commissioner has considered the
consequences for the data subject(s) if re-identification is achieved. The
Commissioner considers that the new information which would be
learned as a result of re-identification in this case, is that the local

11
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authority area in which the child in question had been placed, would be
confirmed. This is information which hitherto might merely have been a
point of speculation amongst family members, and it would facilitate the
sort of action SC described in the hypothetical scenarios, above. Quite
aside from questions of intrusion and privacy, in a child protection
context, this is sensitive information and it may, in combination with a
mosaic of other information, ultimately lead to the child being located
(the hypothetical examples provided by SC described how this might be
achieved). This, clearly, could have very serious consequences for the
child, ranging from distress to physical harm.

The Commissioner has consulted the Upper Tribunal’s decision in The
Information Commissioner v Miller [2018] UKUT 229 (AAC) and has
considered whether a similar approach would be appropriate in this
case. She is of the view that, because of the emotive nature of the
subject matter to which the withheld information relates, there will be
individuals with a vested interest in locating children who have been
taken into care and who would be sufficiently motivated to use the
withheld information to attempt re-identification. Taking all the above
into account, and having considered the withheld information, the
Commissioner is satisfied that, unlike the Tribunal case referred to by
the complainant, in this case there is a reasonable risk that the withheld
information would be used to attempt re-identification, and that it is
therefore a risk which cannot be described as “negligible”.

The Commissioner has then considered the extent to which the withheld
information could be capable of identifying individual children.

With regard to the second part of the request, where the information
being withheld was the names of two local authorities and the number of
placements made with each, the Commissioner considers that SC's
submissions demonstrate that the withheld information is capable of
identifying an individual child or children. The local authorities in
question represent geographically distinct locations, where it would not
be commonplace for SC to place children, due to their distance from SC.
The placement numbers are low and so there is a reasonable likelihood
that a family member, or someone similarly close to the child, could
recognise it as their placement, when considering it in conjunction with
other, personalised knowledge about the child’s particular
circumstances. The Commissioner does not consider that it would be
feasible to disclose the local authority names minus the placement
figures, as the distinct nature of the geographical locations alone may
itself be key information to a family member attempting re-
identification.

Having reached this conclusion, and because she has determined that
the information relates to the individuals in question, it follows that, for
the second part of the request, the Commissioner is satisfied that the

12
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withheld information falls within the definition of ‘personal data’ in
section 3(2) of the DPA.

55. With regard to the first part of the request, the Commissioner considers,
that, for many of the reasons discussed above, the local authority
names, coupled with low placement numbers, are capable of identifying
individual children, particularly in view of the fact that the time frame
covered by the information is very recent. She has therefore considered
whether it would be possible to disclose just the local authority names
minus the placement figures, without the same risk of re-identification.

56. The Commissioner notes that the local authorities whose names are
being withheld in respect of the first part of the request represent a
broad range of local authorities which might be expected to place
children within the Sunderland area, for a range of reasons. They do not
share the geographically distinct features of the local authorities
withheld at the second part of the request, and the placements would
appear commonplace in comparison. In view of this, the Commissioner
does not consider that it would be possible to deduce from this
information that a placement related to a particular child with any
degree of certainty, as multiple children would be likely to share the sort
of background factors that may lead a local authority to place a child in
care in SC's area.

57. The Commissioner therefore finds that the names of the local authorities
being withheld in respect of the first part of the request do not fall
within the definition of ‘personal data’ in section 3(2) of the DPA. SC
should therefore take the action set out in paragraph 4 of this decision
notice.

58. With regard to the information withheld at the second part of the
request, the fact that information constitutes the personal data of an
identifiable living individual does not automatically exclude it from
disclosure under the FOIA. The second element of the test is to
determine whether disclosure would contravene any of the DP principles.

59. The most relevant DP principle in this case is principle (a).
Would disclosure contravene principle (a)?
60. Article 5(1)(a) of the GDPR states that:

“"Personal data shall be processed lawfully, fairly and in a
transparent manner in relation to the data subject”.

61. In the case of an FOIA request, the personal data is processed when it is
disclosed in response to the request. This means that the information
can only be disclosed if to do so would be lawful, fair and transparent.

13
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62. In order to be lawful, one of the lawful bases listed in Article 6(1'5'“of the
GDPR must apply to the processing. It must also be generally lawful.

Lawful processing: Article 6(1)(f) of the GDPR

63. Article 6(1) of the GDPR specifies the requirements for lawful processing
by providing that “processing shall be lawful only if and to the extent
that at least one of the” lawful bases for processing listed in the Article
applies.

64. The Commissioner considers that the lawful basis most applicable is
basis (f) which states:-

“processing is necessary for the purposes of the legitimate interests
pursued by the controller or by a third party except where such
interests are overridden by the interests or fundamental rights and
freedoms of the data subject which require protection of personal
data, in particular where the data subject is a child"s.

65. In considering the application of Article 6(1)(f) of the GDPR in the
context of a request for information under FOIA, it is necessary to
consider the following three-part test:-

i) Legitimate interest test: Whether a legitimate interest is being
pursued in the request for information;

i) Necessity test: Whether disclosure of the information is
necessary to meet the legitimate interest in question;

8 Article 6(1) goes on to state:-

“Point (f) of the first subparagraph shall not apply to processing carried out by public
authorities in the performance of their tasks”.

However, section 40(8) FOIA (as amended by Schedule 19 Paragraph 58(8) DPA) provides
that:-

“In determining for the purposes of this section whether the lawfulness principle in
Article 5(1)(a) of the GDPR would be contravened by the disclosure of information,
Article 6(1) of the GDPR (lawfulness) is to be read as if the second sub-paragraph
(dis-applying the legitimate interests gateway in relation to public authorities) were
omitted”.

14
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iii) Balancing test: Whether the above interests override the
legitimate interest(s) or fundamental rights and freedoms of the
data subject.

The Commissioner considers that the test of “"necessity” under stage (ii)
must be met before the balancing test under stage (iii) is applied.

Legitimate interests

In considering any legitimate interest(s) in the disclosure of the
requested information under the FOIA, the Commissioner recognises
that such interest(s) can include broad general principles of
accountability and transparency for their own sakes, as well as case-
specific interests.

Further, a wide range of interests may be legitimate interests. They can
be the requester’s own interests or the interests of third parties, and
commercial interests as well as wider societal benefits. They may be
compelling or trivial, but trivial interests may be more easily overridden
in the balancing test.

The complainant has not explained her reasons for requesting the
information or the interests that would be served by its disclosure,
although the Commissioner understands her to be an investigative
journalist.

The Council has commented:

"... the Council can only assume that general principles of
accountability and transparency apply. Whilst there may be a
legitimate interest in making enquiries about numbers of children
placed outside the area of the authority and as to whether or not such
placements are in close proximity to the Sunderland area, the reason
for seeking to establish the precise areas of placement is not
apparent.”

The Commissioner accepts that there is a legitimate public interest in
the care system being open and transparent with regard to the general
care of looked-after children, and specifically with regard to the
arrangements between local authorities for placing children in care out
of area.

15
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Is disclosure necessary?

‘Necessary’ means more than desirable but less than indispensable or
absolute necessity. Accordingly, the test is one of reasonable necessity
and involves consideration of alternative measures which may make
disclosure of the requested information unnecessary. Disclosure under
FOIA must therefore be the least intrusive means of achieving the
legitimate aim in question.

SC has already disclosed summarised data that relates to large enough
population sizes that it would not be possible to identify anyone directly
from the published data. The Commissioner considers that this goes
some way towards satisfying the legitimate public interest that has been
identified. However, the Commissioner considers that due to the precise
nature of the information sought, disclosure of the remaining withheld
information is the only means by which the legitimate interest identified
above can be fully met.

Balance between legitimate interests and the data subject’s
interests or fundamental rights and freedoms

It is necessary to balance the legitimate interests in disclosure against
the data subject’s interests or fundamental rights and freedoms. In
doing so, it is necessary to consider the impact of disclosure. For
example, if the data subject would not reasonably expect that the
information would be disclosed to the public under FOIA in response to
the request, or if such disclosure would cause unjustified harm, their
interests or rights are likely to override legitimate interests in disclosure.

In considering this balancing test, the Commissioner has taken into
account the following factors:

the potential harm or distress that disclosure may cause;

whether the information is already in the public domain;

whether the information is already known to some individuals;
whether the data subject expressed concern to the disclosure; and
the reasonable expectations of the data subject.

Furthermore, the Commissioner is mindful that Article 6(1)(f) of the
GDPR identifies the need to give particular weight to protecting
children’s data®.

° https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-
protection-regulation-gdpr/lawful-basis-for-processing/legitimate-interests/?q=child
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The Commissioner has also borne in mind the best interests of the
children in question. The concept of the best interests of the child comes
from Article 3 of the United Nations Convention on the Rights of the
Child. Although it is not specifically referenced in the GDPR, the
Commissioner has stated in her guidance on children and the GDPR10
that it is something that she will take into account when considering
issues to do with the processing of children’s personal data. It states
that:

“In all actions concerning children, whether undertaken by public or
private social welfare institutions, courts of law, administrative
authorities or legislative bodies, the best interests of the child shall be
a primary consideration.”

In the Commissioner’s view, a key issue is whether data subjects have a
reasonable expectation that their information will not be disclosed. This
expectation can be shaped by factors such as a data subject’s age, their
general expectation of privacy, whether the information relates to them
in their professional role or to them as individuals, and the purpose for
which they provided their personal data.

It is also important to consider whether disclosure would be likely to
result in unwarranted damage or distress to that data subject.

SC says, and the Commissioner agrees, that the reasonable expectation
of looked-after children would be that the location of their placement
would be kept confidential by the local authority, for reasons of privacy
and safety. The data subjects in this case are not only children, but
those children deemed by the Court as being especially vulnerable and
at risk of harm. They may have been removed from the care of their
parents or guardians and placed under the care of the local authority by
order of the Court due to this risk. It is therefore of upmost importance
that their rights and freedoms are uppermost in any consideration of
whether or not to disclose the requested information.

The Commissioner has not seen any information which suggests that the
withheld information is already in the public domain and the
Commissioner notes that, as the complainant is a journalist, the
information, if disclosed, may potentially reach a wide audience.

SC has confirmed that none of the data subjects have been asked
whether they are willing to consent to the disclosure of their personal

10 https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-
protection-regulation-gdpr/children-and-the-gdpr/
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data (depending on the ages and particular circumstances of the
children involved, it is by no means clear that meaningful consent could,
in any case, be obtained).

Based on the above factors, the Commissioner is satisfied that the
potential negative consequences for individual data subjects (outlined in
paragraph 50, above) outweigh any interests of the public in accessing
the information. It follows that she has determined that there is
insufficient legitimate interest to outweigh the data subjects’
fundamental rights and freedoms, and that the disclosure of the
information would not be lawful.

Given the above conclusion that disclosure would be unlawful, the
Commissioner considers that she does not need to go on to separately
consider whether disclosure would be fair or transparent.

The Commissioner’s decision is that SC was entitled to rely on section
40(2) of the FOIA to withhold information in respect of the second part
of the request (ie the names of two local authorities with which out of
area placements were made by SC, and the number of placements).

Other matters

86.

The Commissioner acknowledges that she has upheld SC’s application of
section 40(2) to withhold some information, when some other local
authorities have disclosed the requested information in full. The
Commissioner can only consider the facts of the particular cases
presented to her, and will do so on a case by case basis. She is aware
that the particular circumstances of each local authority may vary,
according to such factors as the size and population of the local area
covered, the profile of the children in its care and the details of their
care placements. Any or all of these factors may lead to a different
conclusion as to whether or not information may be disclosed without
breaching section 40(2).
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Right of appeal

87. Either party has the right to appeal against this decision notice to the
First-tier Tribunal (Information Rights). Information about the appeals
process may be obtained from:

First-tier Tribunal (Information Rights)
GRC & GRP Tribunals,

PO Box 9300,

LEICESTER,

LE1 8DJ

Tel: 0300 1234504

Fax: 0870 739 5836

Email: grc@justice.gov.uk

Website: www.justice.gov.uk/tribunals/general-requlatory-
chamber

88. If you wish to appeal against a decision notice, you can obtain
information on how to appeal along with the relevant forms from the
Information Tribunal website.

89. Any Notice of Appeal should be served on the Tribunal within 28
(calendar) days of the date on which this decision notice is sent.

Samantha Bracegirdle

Senior Case Officer

Information Commissioner’s Office
Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF
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